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Department: means that a sector / department is responsible for specific specialized fields;
with specific organizational structure, authority and responsibility to ensure administrative
and target-setting functions.

Bi mit ching thwe: 1a thong tin nhay cadm nhu Mat khéu, ma PIN hoic khéa bao mat, dugc
str dung dé xac minh danh tinh va cAp quyén truy cép trong cac hé thong bao mat, va dugc xem
la thong tin mat ciia Cong ty.

Authentication secrets: are sensitive information such as passwords, PIN codes, or security
keys, used to verify identity and grant access within security systems, and are considered
Confidential information of Masan.

Cong ty thanh vién: 1a cong ty ma Cong ty trong Tap doan Masan nam truc tiép hodc gian
tiép tir 50% vdn diéu 16 trd 1én.

Member Company. a company in which a Company within Masan directly or indirectly holds
more than 50% of its charter capital.

Cong ty lién két: 1a cong ty duge Cong ty trong Tap doan Masan nam truc tiép hodc gian tiép
tir 20% vén diéu 1€ trd 1én

Affiliated Company: a company in which a Company within the Masan Group directly or
indirectly holds 20% or more of its charter capital.

P6i tac: 1a ca nhan, to chirc cung cép hang hoéa, dich vu cho Cong ty va’/hodc mua, st dung
hang héa, dich vu ciia Cong ty va/hodc hop tac v6i Cong ty vé mot cong viée cu thé thong qua
viéc xac 1ap thoa thuan / hop dong véi Cong ty.

Partner: is an individual or organization that provides goods and services to the Company
and/or purchases, uses the Company's goods and services and/or cooperates with the Company
on a specific project through an agreement / contract with the Company.

Downtime: 1a thoi gian ngirng hoat dong.

Downtime: means the period when operations are suspended.

Dik liéu / Théng tin: 12 tit ca cac thong tin c6 gia tri dbi v6i Cong ty / Masan lién quan dén,
bao gdbm nhung khong gi6i han, cong nghé, y tuéng, kién thirc, quy trinh, sang ché, bi mat kinh
doanh, thiét ké, nghién ciru, phuong phap kinh doanh, hoat dong kinh doanh, thong tin tai
chinh, cac ké hoach san xuit, cac ké hoach tiép thi va/hoéc cach tiép can, dudi dang van ban,
hd so, hinh anh hoic bat ky dinh dang nao khac.

Data / Information: includes all information valuable to Masan related to, including but not
limited to, technology, ideas, knowledge, processes, inventions, trade secrets, designs,
research, business methods, business activities, financial information, production plans,
marketing plans, and/or approaches, in the form of documents, records, images, or other
formats.

Dir liéu nhay cam: la dir liéu c6 thong tin Mat, thong tin Noi bo ciia Cong ty va/hodc do Cong
ty quan 1y, néu bi tiét 16 ra ngoai trai quy dinh s& gdy anh huéng x4u dén danh tiéng, tai chinh
va hoat dong ciia Cong ty va/hoic ciia cb dong, Déi tac va khach hang ciia Cong ty.

Sensitive Data: means that Confidential, internal information, if disclosed, can have adverse
effects on prestige, finance or business of Company and/or its shareholders, Partners, or
customers.

Giai ma dit lidu: 12 mot quy trinh nguoc lai v6i qua trinh ma héa dé khéi phuc dit liéu gdc nhu
trudce khi né duge ma hoa.
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Data decryption: a program that reverses the encryption process to restore the original data
before it was encrypted.

Hé théng: 14 phin mém dung dé t6 chiic va duy tri hoat dong clia mot hé thdng hodc mot thiét
bi s6 (sau ddy goi chung 1a thiét bi s&). Phan mém hé thdng c6 thé tao méi truong cho cac phan
mém ung dung lam viéc trén d6 va ludn 6 trang thai lam viéc khi thiét bi sd hoat dong.
System: is software used to organize and maintain the operation of a system or digital device.
System software can create an environment for application software to work on and is always
in a working state when the digital device is operating.

Hé théng an ninh mang: 13 tip hop cac thiét bi tuong lira; thiét bi kiém soat, phat hién truy
cap bét hop phap; phr?m mém quan tri, theo ddi, ghi nhat ky trang thai an ninh mang va cac
trang thiét bj khac c6 chirc ning dam bao an toan hoat dong ciia mang, tat ca cung hoat dong
déng bd theo mét chinh sach an ninh mang nhét quan nhim kiém soat chat ché tat ca cac hoat
dong trén mang.

Network security system: means that a collection of firewall devices; unauthorized access
control and detection devices; management software, monitoring, logging network security
status and other devices with functions to ensure the safe operation of the network, all
operating synchronously under a consistent network security policy to tightly control all
activities on the network.

Hé théng thong tin: 12 mot tap hop c6 cdu tric cac trang thiét bi phan ciing, phan mém, co s&
dir liéu, hé théng mang va ha tang hé théng dién toan dam may phuc vu cho mot hodc nhiéu
hoat ddng k¥ thuat, nghi€p vu cia Cong ty va/hodc Masan.

Information system: means that a structured collection of hardware devices, sofiware,
databases, network systems, cloud infrastructures serving one or more technical and business
of Company and/or Masan.

Internet: 1a mot hé théng gém cac mang may tinh duoc lién két v6i nhau trén pham vi toan
thé gidi, tao diéu kién thuan loi cho cac dich vy truyén thong dir li€u, nhu déang nhép tu xa,
truyén cac tép tin, thu tin dién tir, va cac nhom thong tin. Internet 1a mot phuong phap ghép nbi
cac mang may tinh hién hanh, phat trién mot cach rong réi tAm hoat dong cuia ting hé théng
thanh vién.

Internet: means that a system consisting of interconnected computer networks worldwide,
Jacilitating convenient data communication services such as remote login, file transmission,
email, and information groups. The Internet is a method of connecting existing computer
networks, expanding the operational scope of each member system.

ISO (Information Security Office): Bo phan An toan thong tin — Cong ty ¢ phan Tap doan
Masan.

ISO (Information Security Office): The Information Security Department - Masan Group
Corporation.

IT (Information Technology): B phan IT / Tech ciia Cong ty.

IT (Information Technology): The IT / Technology Department of Company.

Ma hoéa dir liéu: 1a viéc sir dung mot chuong trinh cé thuat toan dac biét dé thay ddi cach thé
hién dir liéu.

Data encryption: means that the use of a program with a special algorithm changes the
representation of data.

Malware: la phﬁn mém doc hai duoc thiét ké dé gy hai cho hé théng may tinh hoac mang.
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Malware: means that a malicious software is designed to harm a computer system or network.
Mait khéu: 12 mot day cac ky tu nham dé xac thuc quyén truy cép vao mot hé théng hodc chimg
thuc mot su kién nao do, va chi nguoi dugc cép méat khdu m&i biét va co quyén thay d6i Mat
khau.

Passwords: means that a series of characters used to authenticate access rights to a system or
verify a certain event, and only authorized individuals know it and have the right to change it.
Ngon ngit kich dong: 1a bat ky hinh thirc biéu dat nao gay thii han, bao luc hodc phan biét déi
xtr di v&i mot ca nhan hodc nhém ngudi dua trén cac dic diém nhu ching toc, ton gido, gioi
tinh, khuynh hudng tinh duc, hoac quéc tich.

Inflammatory language: any form of expression that genmerates hatred, violence, or
discrimination against an individual or group based on attributes such as race, religion,
gender, sexual orientation, or nationality.

Nguwdi quan tri hé théng: 12 ngudi chiu trach nhiém quan 1y, van hanh va duy tri hoat dong hé
th6ng thong tin.

System Administrator: means that a person is responsible for managing, operating and
maintaining an information system.

Ngudi sé hitu thong tin: 12 nguoi chiu trach nhiém vé tinh toan ven va thong nhat ctia thong
tin, ngudi c6 thé thém, xoa, sira thong tin.

Information Owner: means that a person is responsible for the integrity and consistency of
information and can add, delete, and modify such information.

Nha cung cip: 12 Di tac cung cép hang hoa, dich vu cho Cong ty.

Supplier: means Partner that provides goods or services to Company.

Quy dinh ndi bd: 12 hé thdng tit ca va/hodc bat ky ndi quy, chinh sach, quy dinh, quy trinh,
quy ché, huéng dan, thong bao va/hodc bét ky tai liéu nao dugc ban hanh dudi hinh thirc van
ban va/hodc dién tir trong pham vi 4p dung ctia Cong ty va/hodc Tap doan Masan lién quan dén
an ninh thong tin.

Internal Regulations: refers to the system of all and/or any internal rules, policies,
regulations, procedures, guidelines, notifications, and/or any documents issued in written
and/or electronic format within the scope of application of the Company and/or Masan Group
related to the information security.

Ransomware: la loai malware ma hoa dir liu ctia nan nhan va yéu cAu tién chudc dé khoi
phuc quyén truy cap.

Ransomware: means that a type of malware encrypts the victim's data and demands a ransom
fo restore access.

Tai san: 12 tit ca cac tai nguyén vat chét va phi vat chét thudc s& hitu hodc quan ly ciia Cong
ty, bao gém thiét bi, co sé ha tﬁng, thong tin, tai san tri tué, Hé théng thong tin va tai liéu.
Assets: includes all tangible and intangible resources owned or managed by Company,
encompassing equipment, infrastructure, information, intellectual property, Information
Systems and documents.

Thiét bi lvu dién (UPS): 14 thiét bi dwoc ding dé tich trir dién va ching dugc dung khi ngudn
dién chinh bi ngét. Hau hét cac UPS con c6 tinh nang chdng séc dién.
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Uninterruptible Power Supply (UPS): means that a device is used to store electricity and is
activated when the main power source is interrupted. Most UPS devices also have surge
protection features.

Thw dién ti (e-mail): 1a tng dung mang dién rong ma trong dé thu dién tir 1a nhitng tin hiéu
dién mang céc théng diép, duoc truyén gifta nhiing ngudi stir dung, thong qua mang mady tinh,
internet va sir dung nhiéu cac nghi thirc mang khéc nhau.

Email: means that a wide-area network application in which email is electrical signals
carrying messages, transmitted between users, through computer networks, the internet and
using various network protocols.

Tin tic: 1a hanh dong / chu thé xdm nhdp bat hop phap vao mot hé théng may tinh.
Hackers: means that an act / object illegally infiltrates a computer system.

Trang chii: 1a mot dang siéu vin ban dugc ding dé cong bd thong tin trén mang Internet.
Homepage: means that a type of hypertext is used to publish information on the wide Internet.
U’ng dung: la phz‘?m mém dugc phat trién va cai dat trén mot moi truong nhét dinh, nham thuc
hién nhiing c6ng viéc, nhiing tac nghiép cu thé.

Application: is software developed and installed in a certain environment, to perform specific
tasks and operations.

Virus: 1a mot chuong trinh may tinh c¢6 kha nang tu nhan ban, cé kha nang pha huy, hodc la
nguyén nhan giy 1én su truc tric ciia mot hé théng may tinh ma né lay nhiém vao.
Virus: means that a computer program is capable of self-replication and has the ability to
destroy or cause disruptions in an infected computer system.

WWW (World Wide Web): goi tit 1a Web hodc WWW, 1a mét khong gian thong tin toan cau
ma moi ngudi ¢6 thé truy cap (doc va viét) qua cdc may tinh nbi véi mang Internet.

WWW (World Wide Web): also known as the Web or WWW, is a global information space
that people can access (read and write) through computers connected to the Internet.

Quy DPinh Cu Thé / Specific Regulations
Xem Quy dinh An toan thong tin dinh kém (Please find Information Security Regulations as attached)

Piéu Khoan Khac / Miscellaneous

Chinh sach nay c6 hiéu luc thi hanh ké tir Ngay hiéu luc va c6 thé dugc stra doi, cap nhat ty
ting thoi diém.

This Policy comes into force from the Effective Date and may be amended, updated from time to
time.

Chinh sach nay nén dugc doc cung véi cac Quy dinh ndi bo co lién quan cia Cong ty.

This Policy should be read in conjunction with the Company's relevant Internal Regulations.
Céc vén dé chua duoc dé cép cu thé trong Chinh sach nay sé& tuén tha theo Quy dinh ndi bo (néu
c6) va’hoac quy dinh phap luat lién quan va/hoic hudng dan, diéu phéi tor BO phéan ISO va/hoéc
IT.
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Terms not specifically addressed in this Policy shall adhere to the Company's Internal
Regulations (if any), and/or applicable law, and/or guidance and coordination from ISO / IT
Department.

- Nhan vién cac cép (dang lam viéc hoac da nghi viéc, dudi bét ky hinh thirc quan hé lao ddng nao,
da ky hodc chwa ky hop dong lao déng) thudc cac bo phan/phong ban lién quan c6 trach nhiém
chap hanh nghiém chinh Chinh sich nay, néu vi pham thi tiry theo tinh chét, mtc do vi pham s&
bi xir ly theo quy dinh cua phap luat, Quy dinh ndi bd ctia Cong ty va’hodc Tap doan Masan.
Employees at all levels (currently employed or resigned, under any form of labor relations,
whether contracts are signed or not) of the relevant departments/divisions are responsible for
strict compliance with this Policy. Violations, depending on their nature and severity, will be
handled according to applicable law, the Company's Internal Regulations, and/or the policies of
Masan Group.

- Chinh sach nay duoc soan thao song ngit Viét - Anh. Trong trudng hop cé su mau thuan, diéu
khoan tieng Viét s€ c6 gia tri vu tién ap dung.

This Policy is drafted bilingually in Vietnamese - English. In case of any inconsistency, the
Vietnamese language terms shall prevail.

VI. Van Ban Lién Quan / Related Documents

STT Tén van bin S6 van ban = Ngiy ban hanh
No. Document name Document No. | Date of issuance

Vin ban bén ngoai / External Documents

Luéat An Ninh Mang
1 24/2018/QH14 12/06/2018
Cyber Security Law

Luat An toan thong tin Mang
2 86/2015/QH13 19/11/2015
Cyberinformation Security Law

Luat Dan Su
3 91/2015/QH13 24/11/2015
Civil Code

Nghi Dinh Bao Vé Dit Li¢u Ca Nhan
4 13/2023/ND-CP 17/04/2023
Personal Data Protection Decree

Hé thdng An toan Théng tin ISO/IEC

27001:2022
5 N/A 10/2022
ISO/IEC  27001:2022  Information

Security System

Vin ban ndi bo / Internal Documents:

Chinh sach Quan ly Dt liéu Ca Nhan MSN-PL-CS-01
1 Q # ha 01/03/2024
Personal Data Management Policy
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Lich s tai li€u / Version History

Phién ban Noi dung thay dbi Ngay phé duyét
Version Changelog Approved Date
Vin ban ban dau
1.0 01/07/2024
Initial Document
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Tét ca cac email nén gi6i han trén mot man hinh vin ban néu c6 thé. Khong dinh kém file 16n hon
25MB.

All emails should be limited to one text screen if possible. Do not attach files larger than 25MB.

Khoéng st dung ngdn ngit kich dong.
Do not use inflammatory language.
Hanh xtr van minh va t6n trong khi twong tac voi nhitng nguoi st dung Internet khac.

Behave with cultural respect towards other Internet users.

Hoat dong bi cAm trén Internet (trong thoi gian lam viéc) / Activities are prohibited on the Internet

(during working hours)

Khéng tham gia bt hop phép vao cac ting dung Internet nhidu nguoi ding va tat ca cac trd choi
trén Internet;

Do not engage in illegal activities on multi-user Internet applications and all online games;
Khéng sir dung cac Gmg dung trd chuyén/mang xa hoi (Chat) nam trong Danh sich phan mém
Blacklist trén thiét bi ctia Cong ty, ngoai trir truong hop c6 sy phé duyét clia truéng B phén;

Do not use Chat programs listed in the Blacklist on Company devices unless approved by
Department head,

Khong sir dung email c4 nhén, cac nén tang luu trit ca nhan khac.

Do not use personal email, other personal storage platforms.

Hoat ddng bét hop phap / Engaging in illegal activities

Khong cai dat st dung cac phan mém, luu trif cAc tai liéu khong ¢ ban quyén trong hé thong, thiét
bi cia Cong ty; tudn thi cic yéu cau vé ban quyén phan mém.

Do not install or use unlicensed software, and do not store copyrighted documents on company
systems or devices, comply with all sofiware copyright requirements.

Khong dugc thuc hién viéc phat tan cé chi y cac loai virus vao bét ctr hé théng nao, hodc gan két
v6i bat ky chuong trinh nao ctia t6i pham cong nghé.

Do not intentionally distribute any type of virus to any system or associate with any criminal
technology program.

Khoéng tuyén truyén, kich ddng bao luc, dam o6, ddi truy, t6i ac, t& nan x4 hoi, mé tin di doan, thuan
phong m¥ tuc cla dan tdc.

Do not promote or incite violence, obscenity, depravity, crimes, social vices, superstitions, cultural
destruction, or national customs.

Khong tiét 16 bi mat nha nudc, bi mat quan su, an ninh, kinh té, dbi ngoai va nhiing bi mat khac do
phap luat quy dinh.

Do not disclose state secrets, military secrets, security, economic, diplomatic secrets, and other
secrets as stipulated by law.

Khéng dua théng tin xuyén tac, vu khéng, xic pham uy tin ciia td chire, danh dy va nhan phim cia
ca nhan.

Do not spread distorted information, fabrications, or insult the reputation of organizations, honor
and dignity of individuals.

Khoéng quang céo, tuyén truyén, mua ban hang hoa, dich vu bi cAm; truyén ba tac phém bao chi,

van hoc, nghé thuat, xuat ban pham bi cam.
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Do not advertise, promote, trade prohibited goods and services,; propagate press works, literature,
art, banned publications.

Khong gia mao t6 chirc, ca nhan va phat tan thong tin gia mao, thong tin sai su that xam hai dén
quyén va loi ich hop phap cua té chirc, c4 nhan.

Do not impersonate organizations or individuals and disseminate false information that harms the
legal rights and interests of organizations and individuals.

Khéng tao dudng dan trai phép dbi véi tén mién hop phép ciia t6 chirc, ca nhan; tao, cai dat, phét
tan phdn mém doc hai, vi-rit may tinh; xAm nhap trai phép, chiém quyén diéu khién hé thong thong
tin, tao 1ap cong cu t4n cong trén Internet; sir dung mang Cong ty dé thuc hién hanh vi tdn coéng an
ninh mang tri quy dinh phép luat (tham chiéu Luat An ninh mang). Piéu nay khong 4p dung véi
B0 phan ISO khi thuc hién cac hoat dong kiém tra an ninh, an toan thong tin duoc cép c6 thim
quyén phé duyét.

Do not create unauthorized links to the legitimate domain names of organizations or individuals,
do not create, install, or distribute malicious software, computer viruses, do not intrude unlawfully
or take control of information systems, and do not develop internet attack tools; do not use the
Company's network to carry out illegal cybersecurity attacks (refer to the Cybersecurity Law). This
regulation does not apply to the ISO Department when carrying out security and information
security assessment approved by competent authorities.

6. Danh siach phin mém Blacklist: Zalo, Viber, Whatsapp, Messenger, Telegram, Discord, WeChat.
Blacklist software: Zalo, Viber, Whatsapp, Messenger, Telegram, Discord, WeChat.

PIEU 2. CHAP NHAN SU DUNG TAI SAN
ARTICLE 2 ACCEPTANCE OF ASSET USE

1. Nhan thirc chung / General awareness

Tat ca nhan vién doc, hi€u va quen thudc vai cac Quy dinh ndi bd lién quan cua Cong ty va/hodc
Masan;

All employees read, understand and are familiar with Internal Regulations of Masan and/or
Company;

Tham dy diy du cac khoa huéng dan vé An toan thong tin bit budc theo sy phan cong ciia cAp quan
ly;

Attend all mandatory Information Security training sessions as assigned by management;

Khéng st dung bét ky thong tin, dit liéu lién quan dén hodc phat sinh tir Cong ty ma khong nham
muc dich hoat dong kinh doanh ctia Cong ty (nhu str dung cho muc dich c4 nhan);

Do not use any information, data related to or arising from Company for purposes other than the
company's business (such as personal use);

Khong st dung cac théng tin véi ban quyén hodc quyén s hitu tri tué thude so hitu ctia bén thir ba;
Do not use copyrighted or intellectual property information owned by third parties;

Théng bao ngay cho quan ly hodc B6 phan ISO / IT khi phat hién c6 vi pham hoac nghi ngd c6 vi
pham chinh sach an toan théng tin, cic su ¢d an ninh (ching han nhu viéc 10 ri cac thong tin bao
mat cia Cong ty);

Immediately notify your manager or ISO / IT Department when detecting or suspecting violations

of information security policies, security incidents (such as leaking company's confidential
information);
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Employees shall protect all types of information they send, receive, store, and process according
to the level of classification, including both paper and electronic documents;

Khong giri Théng tin mang tinh Mat qua cac phuong thirc cong cdng nhu Wifi, Internet, Email
cong cong trir phi da ap dung bién phép thich hop dé bao vé Thong tin d6 khoi su truy cap trai phép
(vi du: ma hoéa);

Do not send Confidential Information through public methods such as Wi-Fi, Internet, public email
unless appropriate measures are applied to protect that information from unauthorized access
(e.g., encryption);

Nhén vién sé luu trit an toan tai liéu, dit liéu va thong tin Mat, thong tin Noi bd va dam bao né dugc
tiéu hily dang dén khi khong con cén thiét;

Employees will securely store Confidential documents / information / data and ensure their proper
destruction when no longer needed,

Ap dung c4c bién phap phong ngira dé bao vé laptop va thiét bi di dong khi mang chiing bén ngoai
Cong ty;

Apply preventive measures to protect laptops and mobile devices when taking them outside of
Company;

Chiju trach nhiém cap nhat ban va 15i, duy tri giai phap chéng phan mém doc hai trén cac thiét bi
minh ¢6 quyén quan tri;

Responsible for updating patches, maintaining anti-malware solutions on their managed devices;
Ngit két ndi may tinh xach tay / may tinh dé ban ra khéi mang ctia Céng ty khi bi nhiém (hozc nghi
ngo co) pha‘in mém doc hai, va ngay lap tuc lién h¢ voi BO phan IT dé duoc huéng dan;
Disconnect the laptop / desktop from the Company's network when infected (or suspected to be
infected) with malware, and immediately contact the IT Department for guidance;

D6i v6i cac c4 nhan st dung may tinh/thiét bi cong nghé thoéng tin chira cac dit liéu quan trong, can
bao mat thong tin ciia Cong ty, ngoai bat bude thyuc hién cac yéu cAu trén phai duoc cai dat thém 2
yéu cau bén dudi nay:

For individuals using computers/IT devices containing important data that needs to be protected

by the Company, in addition to mandatory requirements, the following two additional requirements
must be implemented:

e Mai hoa dir liéu trén cac thiét bi luu trix (6 cimg, usb,...);
Encrypt data on storage devices (hard drives, USBs, etc.);

e Phai thiét 1ap bao vé phan cimg thiét bi khi khéi dong may (Mat khéu Bios, Mat khau 6 cting).
Set up hardware protection for devices during startup (BIOS password, hard drive password).

Khong gian lam viéc an toan / Safe working space:

Tai liéu, hd so ban cirng c6 chira Thong tin Mat phai dugc cét giit an toan khi khong dung dén;

Hard copy documents/files containing Confidential Information must be securely stored when not
in use;

Ta hd so chia Théng tin Mat phai luén dugc déng va khéa khi roi khéi van phong.
Filing cabinets containing Confidential Information must always be closed and locked when
leaving the office.

Vin ban gidy trudce khi hity hay bé vao thing rac can xem xét lai ndi dung va phai dam bao khong
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